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Executive Summary

This report describes the strategy that the PrimeFish project has undertaken regarding its Intellectiual
Propety Rights (IPR) and Confidentiality policies. The implementation of the PrimeDSS is subject to
commercial exploitation beyond the lifetime of this project when PrimeFish concludes end of February
2019.

Itis expected that one of the consortium members, Kontali, will exploit the results and tools at projects
end. If the consortium member decides not to exploit the PrimeDSS tools commercially, then an
alternative private company will be found who will commercially exploit the PrimeDSS toolbox. This
document will be used to support the transition of IPR from the project to commercialisation.

As such, an agreement will be drafted between Syntesa (The developer of the PrimeDSS platform),
MATIS, and the private company ready to exploit the toolbox. The said agreement will be designed to
ensure the smooth transition to commercialisation through the migration of the technology and
related IPRs. To facilitate the transition, funding options will be explored throughout Europe to support
the post-project commercialisation of the platform. The agreement will include information to
acknowledge funding: “The PrimeFish tools were developed in a project that received funding from
the European Union’s Horizon 2020 research and innovation programme under grant agreement No
635761.”

The report is public and open but is written for professionals with expertise within intellectual property
rights especially those interested in commercially exploiting the PrimeDSS tools after the completion
of the project.

The report covers IPR and confidential policies for the PrimeFish project. Consideration has also been
given to the recent implementation by the European Union of the General Data Protection Regulation
(GDPR).
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1 Definitions and Acronyms

GDPR: General Data Protection Regulation IPR: Intellectual Property Rights
IP: Intellectual Property WP: Work Package
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2 Introduction

This deliverable sets out to explain the IPR and Confidentiality policies that will be in place regarding
the commercialisation of PrimeDSS beyond the lifetime of the project.

The collected data as well as the methods, assumptions, models and algorithms that the PrimeDSS
builds on and the rest of the PrimeDSF will be public and open knowledge available to anyone at
project end.

Consideration is given to the users right under the EU General Data Protection Regulation (GDPR) to
‘The Right to erasure (‘right to be forgotten’)’.

The IPR, Confidentiality and reference to GDPR are made publicaly available through the PrimeDSF
wiki: http://www.dsf.primefish.eu/wiki/Terms of Use

UPI’IEBFISn PrimeFish Wiki DSS Tools - Work Packages ~ DSS Terms of Use

Navigation ~

fms of Use

Disclaimer -

This Wiki and associated tools are an apparatus that cannot make business decisions on behalf of the
Actions ~ user. It is the responsibility of the end user to interpret the information as an indication of a particular result of a
‘what it case scenario. Based on historical data, the results cannot guarantee future success, but rather
potentially point the user in the right direction to making better informed decisions. The PrimeFish project takes
no responsibility for the results of actions taken by the user when using this data information.

Search

Confidentiality Policy PrimeDSS -«

1. Introduction e

PrimeDSS is an information technology platiorm, developed by the PrimeFish project {www.primefish.eu &),
which is funded by the European Commission under the Horizon 2020 research programme. The platform is
being developed and initially operated by Syntesa sp/f with a view for it to be transfemred after the end of the
project to a single named party (jointly referred to as “Operator”) as an online service, that enables participants
to provide and receive information, in particular related to the competitiveness of the fishery sector in Europe.

Since PrimeDSS necessarily collects confidential information from its participants in order to fulfil its functions,
strict importance is placed on maintaining the confidentiality of such information. Access to participant
information, and to data derived from that information, is only enabled for those people or groups that have
previously been authorised by the provider of the information.

2.1 PrimeFish project objectives revisted

The overall aim of the PrimeFish project was to improve the economic sustainability of European
fisheries and aquaculture sectors. PrimeFish gathered data from individual production companies,
industry and sales organisations, consumers and public sources. The data is related to the
competitiveness and economic performance of companies in the fisheries sector including data on
price development, supply chain relations, markets, consumer behaviour and successful product
innovation. The large industry reference group (IRG) has facilitated access to data on specific case
studies. A data repository has been created, and PrimeFish has joined the H2020 Open Research Data
Pilot to ensure future open access to that data.

www.primefish.eu
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PrimeFish

The effectiveness of demand stimulation through health, label and certification claims has been
evaluated and compared with actual consumer behaviour. PrimeFish has assessed the non-market
value associated with aquaculture and captured fisheries as well as the effectiveness of regulatory
systems and thereby provided the basis for improved societal decision making in the future. The
collected data has been used to verify models and develop prediction algorithms that have been
implemented as the decision support system: PrimeDSS.

The lead users, typically fishermen, aquaculture producers and production companies, can use the
PrimeDSF to improve understanding of their markets and in setting strategic plans for future
production and innovation which in turn will strengthen the long-term viability of the European
fisheries and aquaculture sectors. This will also benefit consumers, leading to more diversified
European seafood products, enhanced added value, novel products and improved information on
origin, certification and health claims.*

Our work
PrimeFish project is developir nnovative market orientated prediction
toolbox. It allows to stre! ) ] mic sustainability and
Q competitiveness of Europes eafood on Local and Global markets. -
Stientist inzen Pusiness

4 Annex 1 — PrimeFish: Description of action (DOA) (part A)
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3 PrimeFish Intellectual Property Rights (IPR) Policy
3.1 Introduction

PrimeDSS is an information technology platform, developed by the PrimeFish project
(www.primefish.eu), which is funded by the European Commission under the Horizon 2020 research

programme; grant agreement No 635761. The platform is being developed and operated by Syntesa
sp/f with a view for it to be transferred after the end of the project to a single named party (jointly
referred to as “Operator”) as an online service, that enables participants to provide and receive
information, related to the competitiveness of the fishery sector in Europe.

As a part of determining competitiveness in the fishery sector, scientists (jointly referred to as
“Party”) from various universities and institutions will be contributing their intellectual capacity, tools
and data collection to develop the means by which the PrimeDSS tool will be able to support decision
making processes to improve fishery industry competitiveness.

The project places strict importance on protecting the IPR’s of participating scientists to ensure that
those participants can operate in an environment in which innovation and creativity is encouraged
and flourishes.

In protecting IPRs, consideration is required to be given on how those IPR’s will be transferred to
prospective commercial “operators” post project for commercial exploitation.

The “Party” will have the right to negotiate with the “Operator” to determine the correct entitlement
amount especially in regards to further development of the PrimeDSS tool.

3.2 Governing principles

The fundamental purpose of PrimeDSS is to provide information to a company in the seafood sector
to improve its competitive position. This information is derived from information collected
through surveys, questionnaires and other public data. The data can be processed per the
models or software developed by the scientists.

At all times, those “Parties” will have IPRs recognised where work is done on:

e The survey’s and questionnaires used to collect data

e The development of Models to describe how the PrimeDSS tools will process data
e The development of any software necessary to process data

e The development of any literature used to support the PrimeDSS tools

IPR’s will be non-transferable for commercial use unless given prior consent by the “Party” that is
directly involved with the development of the tool concerned.

Non “Party” members cannot determine if a “Party” should be entitled to a specific remuneration.
This is solely for the specific “Party” to determine and negotiate with the “Operator”.

3.3 Definition of IPR

For the purposes of the PrimeFish project, Syntesa has drafted a definition of IPR that reflects the
work being done for the project. This definition is based on those defined by the WTO (World
Trade Organisation) and WIPO (World Intellectual Property Organisation).

www.primefish.eu
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The WTO defines IPR’s as:

rights given to persons over the creations of their minds. They usually
give the creator an exclusive right over the use of his/her creation for a
certain period of time.®

WIPO defines IP (Intellectual Property) as reference to:

creations of the mind, such as inventions; literary and artistic works;
designs; and symbols, names and images used in commerce.®

WIPO also identifies two IP categories, Industrial Property (Inventions, trademarks,
industrial designs) and Copyright (Literary/artistic works).”

In the context of the PrimeFish project, Syntesa defines IPR as:

Any intellectual input that has gone towards data collection, writings, models, software or any
other physical input that has helped define the workings and output of the PrimeDSS tools for the
PrimeFish project.

3.4 Intellectual Property Right ownership and control

For the lifetime of the PrimeFish project, Syntesa will be considered as the caretakers of “Party” IPR’s
(& Data as per the confidentiality policy) that form the backbone of the PrimeDSS tools. When the
PrimeDSS tools prototype is transferred to a commercial “Operator” at the completion of the project,
Syntesa’s caretaker responsibility will be rescinded and transferred to a third party who will
commercially exploit the tool.

“un

The commercial “Operator” will discuss with the “Party”” the terms for which the IPR can be

transferred for commercial exploitation.

It is expected that a consortium member will act as the commercial “Operator” who will then exploit
the results and tools at project end. If the consortium member known as the “Operator” decides not
to exploit the PrimeDSS tools commercially, then an alternative private company will be sought as
the “Operator” who will commercially exploit the PrimeDSS tools.

As such, an agreement will be drafted between Syntesa sp/f (The developer and caretaker of the
PrimeDSS platform), MATIS, and the private company known as “Operator” to exploit the toolbox.
The said agreement will be designed to ensure the smooth transition to commercialisation from the
said “Parties” IPRs. To facilitate the transition, funding agreement options will be explored
throughout Europe to support the post-project migration of the said “Parties” IPRs to the
development and commercialisation of the platform. The agreement will include information to
acknowledge funding: “The PrimeFish tools were developed in a project that received funding from

5 https://www.wto.org/english/tratop_e/trips_e/intell_e.htm
6 http://www.wipo.int/about-ip/en/

7 http://www.wipo.int/edocs/pubdocs/en/intproperty/450/wipo_pub_450.pdf
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the European Union’s Horizon 2020 research and innovation programme under grant agreement No
635761.”

Syntesa has identified three potential options to manage IPR for the PrimeFish project and the eventual
commercial transference. They are:

Option 1: Partners choose to opt in if they believe that they have made a
substantial contribution* to the development of activities around a PrimeDSS
tool. In this case, each member will be allocated a percentage based on their
participation in the development of a PrimeDSS tool.

Option 2: As the PrimeFish project is a publicly funded by the EC, a commercial
operative establishes a maintenance or service agreement with the contributors
post project completion. This would include an agreement on the running systems
and data, but not the source code.

Option 3: For each of the PrimeDSS tools, the group dedicated to developing each
individual tool will decide who has IP (Intellectual Property) rights. In this case,
each member will be allocated an equal participation right, with no one member
receiving more financial reward than any other, no matter what the effort
difference is to create the PrimeDSS tool.

Recommendation: Syntesa recommends the adoption of option 1. This option has been

recommended because it is the fairest way to distribute reward based on contribution. A forum will
be required to determine the agreed percentage of contribution made by each member scientist or
institution which will require formalisation via a sighed agreement of all parties concerned.

*Substantial contribution shall mean a reasonable contribution to a PrimeDSS tool that has
supported its development and success. The PrimeFish project will allow a scientific member or body
of the consortium to decide if they have made sufficient contribution to a PrimeDSS tool before
submitting to the parties for agreement on contributions. Members who have contributed, but feel
that their contribution has been insignificant, are not required to bid for a share of the IPR.

3.5 Concerns or grievances

Any participant who has concerns about the way in which their confidential information is being
handled by Operator or any other party should raise the issue by addressing an email to
legal@syntesa.fo. The issue will be treated seriously and with due process by the Operator, who will

take any steps in its power to correct an identified problem and will report back on its conclusions,
and any action taken, to the participant who raised the issue.

3.6 Updates to the IPR Policy

This IPR Policy will be updated from time to time by the Operator, giving at least three months’
notice to participants (unless a serious issue is identified that must be addressed immediately). No
update to the policy will reduce restrictions on the disclosure of confidential information that has
already been entered.

www.primefish.eu



This project has received funding from
the European Union’s Horizon 2020

. . research and innovation programme
PrimeFish under grant agreement No 635761

All PrimeDSS participants and industry stakeholders are invited to provide their input to this
Confidentiality Policy. Please send suggestions to legal@syntesa.fo.
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4 PrimeFish Confidentiality Policy
4.1 Introduction

PrimeDSS is an information technology platform, developed by the PrimeFish project
(www.primefish.eu), which is funded by the European Commission under the Horizon 2020 research
programme. The platform is being developed and operated by Syntesa sp/f with a view for it to be
transferred after the end of the project to a single named party (jointly referred to as “Operator”) as
an online service, that enables participants to provide and receive information, in particular related
to the competitiveness of the fishery sector in Europe.

Since PrimeDSS necessarily collects confidential information from its participants in order to fulfil
its functions, strict importance is placed on maintaining the confidentiality of such information.

Access to participant information, and to data derived from that information, is only enabled for
those people or groups that have previously been authorised by the provider of the information.

Furthermore, PrimeDSS collects information that could potentially be used anti-competitively if this
information were to be made available to the wrong company or group of companies for the wrong
reasons or purpose. To avoid this risk, further restrictions are applied to the way in which certain
data is grouped and shared to ensure compliance with relevant competition/anti-trust laws.

Wherever reasonably possible, the enforcement of the confidentiality policy is achieved
automatically through the manner of operation of the platform.

4.2 Governing principles

The fundamental purpose of PrimeDSS is to provide information to a company in the seafood sector
to improve its competitive position. However, it is not the purpose of PrimeDSS to provide
information about a company’s direct competitors on the platform.

Information will not be provided via PrimeDSS that assists companies to:

e Obtain details about competitors
e Learn about their competitors’ competitive position or strategy

4.3 Definition of confidentiality

All information provided to the platform is considered de facto confidential, unless it is public.

Some information is public in one context but confidential in another. In particular, information that
is essentially public (e.g. annual research spending) is considered confidential when it can be
associated with a particular company, but not confidential otherwise.

Data derived and aggregated from confidential information, is not considered confidential if no
individual information element is visible and if no individual company can be identified.

4.4 Information, ownership and control

The ownership of information does not change when it is entered or uploaded to PrimeDSS.

However, information ownership is not necessarily determined by who provides the data to
PrimeDSS. Information might belong to a third party, and the Operator will obtain assurance from

www.primefish.eu
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the party providing the data that it has adequate permission from the original owner of the
confidential information or, in the case that the third party is a PrimeDSS participant, will obtain any
necessary permission for re-use directly from that third party.

Data collections that are derived and aggregated from information entered or uploaded to PrimeDSS
will belong to the Operator, who may sell or license such data collections to other participants or
third parties, but without limiting the rights of the owner of original data entered. Participants who
have, with due permission, received information via PrimeDSS, will have ownership of any reports or
derived works of their own.

4.5 Information, ownership and control

PrimeDSS is a platform that will continue to evolve to meet the needs of its participants and details
of information collected on the platform will change with time — in agreement with the providers of
the information.

Certain information that is provided by participants, termed here “Class A Data”, is subject to the
greatest control on use and is never provided to any other participant. This includes:

e Names and financial information of a participant
e User activity on the platform, that might be related to a future company strategy

A second group of information, termed here “Class B Data”, is visible to the participants, when they
have been given permission to re-use data. This includes at this stage:

e Success or failure stories

4.6 Derived data provided from PrimeDSS

Every participant on PrimeDSS who submits data to the platform is entitled to receive reports back
that potentially help in improving the competitiveness of the participant’s operation. Such reports
are based on

- Original or existing research by PrimeFish participants

- Models and algorithms developed by PrimeFish participants

- Available data from either public sources or sources for which the Operator has the
corresponding rights

- Data from other companies as filtered by search conditions

* The PrimeDSS platform will ensure that data is never attributable to a single company.

During the project lifetime, the PrimeDSS platform will be provided free of charge to its participants.
After transfer to a named party (Operator) after the end of the project, it will become part of the
commercial offering of that party.

Details of the reports provided to users are given in the PrimeDSS functional specification or Sotware
Delivered Report, that is available on request from legal@syntesa.fo. The exact form of output is

subject to change and new forms of aggregated and statistical data will be developed.
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4.7 Access of Operator personnel to data

Only qualified personnel at the Operator may be given access to confidential information on
PrimeDSS in order to ensure correct system operation and to provide support to users. The number
of such personnel is limited to those necessary to carry out such functions and every such person is a
signatory to a confidential agreement at least as strict as the Operator’s confidentiality obligations to
PrimeDSS participants. These confidentiality agreements bind the personnel during and after their
employment with Operator.

4.8 Concerns or grievances

Any participant who has concerns about the way in which their confidential information is being
handled by Operator or any other party should raise the issue by addressing an email to
legal@syntesa.fo. The issue will be treated seriously and with due process by the Operator, who will

take any steps in its power to correct an identified problem and will report back on its conclusions,
and any action taken, to the participant who raised the issue.

49 Updates to the Confidentiality Policy

This Confidentiality Policy will be updated from time to time by the Operator, giving at least three
months’ notice to participants (unless a serious issue is identified that must be addressed
immediately). No update to the policy will reduce restrictions on the disclosure of confidential
information that has already been entered.

All PrimeDSS participants and industry stakeholders are invited to provide their input to this
Confidentiality Policy. Please send suggestions to legal@syntesa.fo.
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5 PrimeFish and the European Unions GDPR
5.1 Introduction

The full General Data Protection Regulation (GDPR) is found here.

The EU General Data Protection
Regulation (GDPR) is the most
important change in data privacy

regulation in 20 years.

The regulation will fundamentally reshape the way'in which
data is handled across every sector, from healthcare to
banking and beyond.

The PrimeFish project recognises and takes seriously the recent implementation of the European
Unions General Data Protection Regulation (GDPR) applicable as of May 25th, 2018 and the
requirements with regards to the protection of and/or removal of user data from the PrimeFish
project databases. Users (Data subjects) will have ‘The Right to erasure (‘right to be forgotten’)’ as
outlined in the GDPR where the user will have the right to erase their data without undue delay
(Chapter 3 Article 17)%.

5.2 PrimeDSS and Stored Data

Access to the PrimeDSS tools requires that a user (Individual or company) enters their personal
details to create an account which will give them accessibility to the tools. Mandatory personal
details include: Name, username, password and email address. Optional additional details can be
submitted for the user profile including a users’ address, phone number, website, favorite book,
about me and date of birth.

Once the user has acquired access, there will be six tools available for use. Three of those tools, the
Value Chain analyser, Product success Check and Willingness to Pay, use system input data to exploit
the results and do not rely on additional user data input. The Growth Risk Analyser allows the user to
upload a .CSV file or manually enter a time series of data, but this is not stored in the data base and is
solely used to generate reports and then forgotten. The two tools that capture data information are:

e Competitive Position Analyser
e Success and Failure Stories

The Competitive Position Analyser allows the user to complete an online survey. The tool allows for
the controlled input of data and only the answers to the survey are stored in the Database which are
linked to the users account. The surveys can be updated at anytime depending on a users changing

8 https://gdpr-info.eu/
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circumstances, with only the latest update saved to the database: no historical records of the survey
answers are kept.

The Success and Failure Stories allow for data input which the users submit to the database when
they upload a story. A story is defined by a title, story summary and a set of defined market/industry
guestions. The data is stored in the database and is not made public until it is approved by a
PrimeDSS administrator. Specific rules apply before a story can be published/not published including
whether stories are seen to breach privacy, used to attack a competitor for competitive advantage,
include false or misleading information, are stories unrelated to innovation or unfit for publication.

5.3 PrimeDSS data removal process

Key user (data subject) data rights: Right of access, right to rectification and the right to erasure
(‘right to be forgotten’).

During the PrimeFish project, a data manager (data controller) will be appointed who will oversee
requests for the removal of personal data. The data management policy also covers requests for the
removal of other data or aggregated data collected during the project where a company or individual
believes that their privacy has been breached in the public domain as defined in the confidentiality
policy above.

An individual or company (data subject) can at any time request from the Controller to have access
to their details, be able to rectify details or have their details removed. Requests can be made by
addressing an email to legal@syntesa.fo. The Controller will endeaver to ensure that such requests

are met without undue delay and in any event within one month of receipt of the request as set out
in the GDPR. Any delay will be notified to the data subject with explanation.

After a data removal request has been received, processed and approved, the data manager (data
controller) will remove the said data without undue delay by performing the following:
e Searching and identifying all locations that the data is present
e Sanitising the data by removing/deleting it from all data bases and storage locations
e Confirmation that the data is removed by searching data bases and storage locations to
ensure that the said data can no longer be found
e Sending confirmation via email or other communication format to the individual or company
(data subject) that their data has been successfully removed.
e Follow up and additional removal/cleaning if the individual or company (data subject) finds
traces of their data on the PrimeDSS website.

5.4 Updates to the data removal policy

The PrimeFish data removal policy will be subject to changes made to the GDPR and updated
accordingly.

At the completion of the PrimeFish project, the ownership and responsibility for data in PrimeDSS
will be transferred from Syntesa to other organisations and managed in 2 ways:

1. CETMAR/MATIS (For two years after the end of the project or up to the point where an
Operator takes ownershership and commercialises the PrimeDSS)
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2. SME: A commercial entity (Operator) that takes ownership and assumes responsibility for
data protection.

The changes with regards to ownership and responsibility will include changes to contact information

for the Controllers assigned by each organisation at the time of transerference of ownership of the
PrimeDSS. Contact details will be updated in the PrimeDSF Wiki or other public facing forum.
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